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-B R O C H U R E

Enable your workforce to succeed while protecting 
your buildings, data, networks and people. No matter 
where they are, we help your workforce stay safe, 
secure and productive.

P H Y S I C A L  I D E N T I T Y  A N D  A C C E S S  M A N A G E M E N T

Our intuitive physical identity and access management (PIAM) solution 
enables robust physical security across employees, contractors and visitors 
by streamlining policy administration and enforcement, integrating with 
physical access control systems, and identifying potential security issues 
with advanced analytics. Scalable offerings are available according to 
the level of configuration or customization needed to address a range of 
workplaces, from globally-distributed, to small one-building businesses, to 
a variety of vertical industries. Product portfolio comprises: HID SAFE™ and 
WorkforceID™ Credential Manager

V I S I T O R  M A N A G E M E N T

Our visitor management solutions help you streamline processes, from 
check-in to check-out and beyond, for partners, contractors and customers 
while improving physical security at the same time. Across a range of use 
cases, visitor management is an extension of your brand and an opportunity 
to ensure compliance with vertical regulations without creating undue 
burden for employees and visitors alike. Product portfolio comprises: HID 
SAFE™ Visitor Manager, HID SAFE™ Intelligent Patient Visitor Manager, 
WorkforceID™ Visitor Manager, and EasyLobby®

M U L T I - F A C T O R  A U T H E N T I C A T I O N

With HID, you can mix and match all three authentication factors (something 
you know, have and are) to protect access to valuable corporate resources 
with flexible and simple multi-factor authentication. With the industry’s 
widest array of authentication methods and form factors, ranging from smart 
credentials and access badges to mobile and biometrics, as well as security 
standards (FIDO2, PKI/PIV, OATH, Seos®), organizations big and small can 
tailor a multi-factor authentication that addresses their specific use cases, 
security requirements, business needs and compliance mandates. From 
stand-alone to managed credentials, it’s a versatile solution that provides 
secure access to PCs, networks, business applications and data, in addition 
to converged physical and logical access, while accommodating your users’ 
workflow. Product portfolio comprises: HID Crescendo® smart cards and 
security keys, WorkforceID™ Digital Credential Manager, DigitalPersona®, 
and WorkforceID™ Authentication

A HID Global Guide: 
Workforce Identity 
Solutions



Physical Identity and 
Access Management
Solutions to Manage Employees, 
Contractors, Visitors and More

Ensure the appropriate access is granted 
to corporate facilities and workspaces by 
managing employee and extended identities 
and credentials, adhering to physical security 
regulations, and ensuring access policy 
governance.

H I D  S A F E  H E L P S  O R G A N I Z A T I O N S  T O : 

• Provision, validate and manage identities
from multiple sources

• Assign and manage access based on role,
location and more

• Issue and manage badges and credentials

• Administer access policies and enforcement
workflows

• Perform audits, access reviews and
attestations

• Monitor physical access

• Use advanced analytics to remediate user
and facility risk

Extend HID SAFE to help with industry-specific compliance needs. 

Aviation 
Airports have rigorous regulatory mandates 
and a complex workforce with a diverse 
cross section of roles and requirements — 
from in-house employees to airline staff and 
facility contractors. HID SAFE for Aviation 
helps enforce and demonstrate adherence to 
regulatory compliance, automate the workflows 
required for compliance, and improve the 
customer experience with efficient data capture 
and self-service capabilities.

Healthcare 
Hospitals have unique physical access 
requirements that go beyond physical security 
by balancing infectious disease protocols and 
patient care needs. HID SAFE for Healthcare 
helps manage physical identities for hospital 
employees, contractors, vendors, visitors, 
patients and their access to facilities and 
patients. It unifies watchlists, internal identity 
management systems, and health information 
management systems with centralized 
workflows and policies to ensure the health 
and safety of the entire healthcare facility.



Physical Credentialing as a service

Perfect for organizations with less complex 
needs that want to create simplified and 
straightforward processes to issue, manage, 
and automate workforce and contractor 
badging, WorkforceID Credential Manager is 
an award-winning, cloud-based solution that 
helps facilitate return to work securely 
and efficiently.

 

WorkforceID Credential Manager helps 
organizations to:

 • Automate the badge issuance process 
for everyone

 • Eliminate manual processes

 • Gain continuous insight into issued 
credentials — who has them, what they are 
for, why they have been issued and for 
how long

 • Improve security and reduce insider threats 
by automating credential revocation

Financial Services 
In an industry rife with regulations, risk and 
insider threats, HID Global provides next-level 
security to banking and financial institutions. 
Adding multiple, disparate systems to financial 
organizations only creates a more siloed 
approach to security. Instead, HID SAFE 
acts as a platform to improve efficiency and 
protection across various financial systems 
and highly secure physical areas.

Government 
Government agencies deal with multiple 
locations and physical access control systems 
alongside numerous processes and security 
mandates. HID SAFE for Government provides 
a policy-based approach to managing and 
enrolling PIV cardholders into diverse PACS. 
This approach enables the flexible enrollment, 
validation and processing of individuals 
gaining temporary or long-term access to a 
given facility without changing the existing 
physical security infrastructure.



Visitor Management
Visitor Experience and Digital 
Lobby Solutions

HID makes it easy to create a digital front 
lobby that supports a streamlined set of visitor 
processes. The visitor experience is often 
the first interaction with a company, so make 
it a positive one with the full capabilities of a 
flexible visitor management solution:

 • Touchless self check-in at a kiosk, with a QR 
code or ID card

 • SMS and email notifications and alerts

 • Customizable workflows, such as 
screening questions  

 • Easy scheduling and pre-registration, with 
calendaring application integration such 
as Outlook

 • Real-time reporting to capture visitor and 
host data

 • Directory management 

 • Watchlists for screening of visitors

 • Integration with PACS and other 
corporate infrastructure



For Healthcare: Intelligent Patient 
Visitor Management

Healthcare facilities have unique visitor 
management challenges given safety concerns, 
controls for infectious diseases, and needs for 
understanding where visitors are and whom they 
can visit. HID SAFE Intelligent Patient Visitor 
Manager allows inpatients and outpatients to 
configure visitation policies.

These visitors can be easily managed across a 
single or multiple locations, enabling:

• Automation of visitor processes

• Increased efficiency of front desk operations

• Improved hospital security and identification
of risks

• Strong compliance to DEA, FDA and HL7



Multi-Factor 
Authentication
Credentials and Authenticators

HID Crescendo enables organizations to 
secure access to valuable corporate resources 
with user-friendly, quick-to-deploy and 
easy-to-manage multi-factor authentication. 
Thousands of employees across the world 
use HID’s high assurance credentials for 
passwordless authentication and SSO-
protection, secure log-in to VPN, servers, Azure 
Active Directory and any application protected 
by it, Windows and shared workstations, digital 
signature and data encryption. Organizations 
have the flexibility to choose from smart cards, 
building access cards or security keys (USB-A 
and USB-C) with support for FIDO2, PIV/
PKI, OATH as well as various physical access 
technologies to form a Zero Trust security 
infrastructure across their organization.

Balance security and user convenience with a 
versatile solution enabling:

• Converged physical and logical access:
Extend your user authentication solution and
secure access to facilities and IT resources
with the convenience of a single credential

• Ease of use: Make passwordless
authentication and secure log-in as easy as
tapping a card

• Choice and flexibility: Use the credential
best suited to your organization, including
FIDO, PKI and OATH, in the format that
meets the needs and preferences of your
hybrid workforce - smart card, security key
or mobile

Designed to be easy and fast to deploy, HID 
Crescendo smart cards and security keys  
can be used in stand-alone mode or centrally 
managed by HID’s credential management 
solutions, for organizations deploying security 
at scale.



Digital Credential Management 
as a service

WorkforceID Digital Credential Manager 
makes it easy for organizations to deploy, 
manage and revoke credentials that secure 
access to PCs, networks, business applications 
and data by providing a suite of services for 
centralized PKI credential lifecycle and device 
PIN management. Choose from a wide range 
of secure authenticators to deploy, including 
PKI- and FIDO2-enabled HID Crescendo smart 
cards and security keys, and begin issuing and 
managing credentials in just a few hours with 
a scalable Identity as a Service (IDaaS) 
solution empowering:

 • Convenient 2-Factor authentication

 • Lower password management costs 

 • PKI certificate-based credentials

 • Choice of publicly trusted or private 
dedicated Certificate Authority (CA)

For an on-premise alternative, HID provides 
ActivID® Credential Management system.

Desktop User Authentication

Ensure rapid and secure Windows® logon 
and VPN access as well as swift log-in 
to shared workstations, web, mobile and 
cloud applications with award-winning 
DigitalPersona. Organizations can easily layer 
authentication and customize policies based 
on contextual risk factors of time and location. 
The latter cover where you are and when you 
act, allowing you to precisely match your risk 
exposure to the optimal security posture for 
your organization.

D I G I T A L P E R S O N A  H E L P S 
O R G A N I Z A T I O N S  T O :

 • Deploy roaming user profiles for quick and 
easy access across workstations used in 
shared workspaces, such as hospitals, 
manufacturing, retail, call centers and others 

 • Choose from the market’s broadest array of 
authentication methods and form factors to 
address the unique security needs of the 
modern workplace:

 • Smart cards and building access cards

 • FIDO- and PKI-enabled security keys 
(USB-A and USB-C)

 • Mobile devices including OTP, push 
notification and Bluetooth

 • Biometrics including fingerprint and face



User Authentication as a service

WorkforceID Authentication enables 
organizations to extend a streamlined, simple 
and secure login experience to corporate 
networks at any time, allowing diverse and 
dynamic workforces to securely access 
what they need to do their jobs, wherever 
they are. The cloud-based application easily 
integrates with existing infrastructure, including 
Microsoft’s on-premise Active Directory (AD) or 
cloud-based Azure AD.   

Organizations have the flexibility to use multiple 
authentication methods, including mobile 
authenticators such as HID Approve or FIDO-
enabled smart cards and security keys, or a 
combination of those, to accommodate the 
diverse preferences of the hybrid workforce.

WorkforceID Authentication, WorkforceID 

Credential Manager, WorkforceID Digital 

Credential Manager and WorkforceID Visitor 

Manager are all part of HID’s WorkforceID™ 

suite of cloud-based applications which are 

built to deliver a unified and flexible approach 

to identity and access management.

By managing security through identity, 
our workforce identity management 
solutions give users the flexibility 
they need to stay safe, secure and 
productive, and enable administrators 
to quickly detect and address risks 
to remain compliant with evolving 
security standards, technologies and 
industry regulations.

Learn more: hidglobal.com/wim
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